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Resilience in Critical Infrastructure
Importance of Resilience in Support to Critical Infrastructure Security
Resilience refers to the ability to rapidly recover, to absorb and to adopt from a certain potentially disruptive event. Resilience plays an important role in critical infrastructure security since it helps in withstanding and recovering from any sort of disruptions. Resilience helps a system in recovering and withstanding any accidents, naturally occurring incidents or threats and also deliberate attacks (Brassett, & Vaughan-Williams, 2015). Resilience also helps a system to proceed to function. Due to resilience, a system or material will proceed to perform to the always expected standards. Generally, resilience is vital since it helps a system to be able to cope will all sorts of political, economic, and environmental changes. 
The resilient infrastructure will be able to survive and will perform in the unknown future hence continuity is guaranteed. In the face of crisis, critical infrastructure resilience will be able to maintain critical functions and operations. Also, critical infrastructure resilience will be able to manage, respond to and manage any form of disruption as they unfold. Also, critical infrastructure resilience will also be able to reconstitute the normal operations in the shortest time possible after the disruptions. The concept of resilience is mentioned on influential policies such as the PIPP 2013 to help in the identification of priorities, measure progress, mitigate risks, and articulate clear goals in the effort of enhancing security. Different stakeholders including the government share the responsibility of executing the concept of resilience. In fact, a national plan is developed to enhance the resilience concept. In the effort of ensuring critical infrastructure security, resilience is a concept that stands on its own (Francis, & Bekera, 2014).
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Incorporation of Resilience in Critical Infrastructure Design and Planning Considerations
Incorporation of resilience in critical infrastructure design and planning consideration in the critical infrastructure community is being not only undertaken by the government but also by the private sectors. Resilience is bang used in generation important reductions in disaster costa n also in the prevention of unnecessary disruption. Mostly, resilience is being incorporated in the long-term operations of both the government and the private sectors (Birkmann,.et al., 2016) For precise incorporation, first, the resilience of the infrastructure assets is being improved. Complex cross-jurisdictional approval processes are undertaken during the incorporation of resilience in critical infrastructure design and planning. Intensive data that is required for successful incorporation is first acquired. Technology capacity and references to resilience appraisal approval are also being considered for effective incorporation. 
Three are four major principles that are undertaken during the incorporation of resilience to critical infrastructure design and planning consideration. First, the disaster risk is identifying, then the robust methodologies for CBAs are applied. Coordination, centralizing and making all critical information and data are made available. through the decision makers, the approval processes are strengthened and lastly, the ongoing monitoring of resilience is embedded. According to the previous lessons learned, resilience has not been well incorporated into design and planning considerations in the past 15 years. As evidenced in the NIPP 2013: partnering for critical infrastructure security and resilience, resilience has been fully accepted within the field of critical infrastructure (Minsker, et al., 2015).
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Resilience Versus Recovery Within the Realm of Critical Infrastructure
Resilience is highly related to recovery in the context of critical infrastructure. Rapid recovery is necessary for the efforts of promoting greater resilience. As resilience tries to enhance disaster preparedness and effective emergency response; recovery plan is needed for hazard mitigation. Therefore, resilience and recovery need to work hand in hand for better critical infrastructure security (Chang, et al., 2014). They are all aimed at ensuring infrastructure resilience that is providing enhancement of the critical infrastructure networks, functions and even system to be able to withstand and rapidly recover from disruptions and damage hence, in the long run, adapt to the dynamic conditions.  
Resilience in one way or the other is constrained in carrying out its roles and responsibilities by limited technology (Tremayne, et al., 2017). However, resources, funding, and decision-maker commitments are all available to enable resilience to undertake all its roles and responsibilities. Recovery, on the other hand, is not constrained in any way in undertaking its roles and responsibilities that is Resources, funding, technology, and decision-maker commitments are all available.
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